
https://tipkg.de:3000/

Client erzeugt Nachicht M1:

Beispiel TLS-Endpunkt / VAU-
Protokoll

    location ~ ^/VAU {

        proxy_pass http://127.0.0.1:8081;
    }

“

{ "MessageType": "M1",
  "ECDH_PK": { "crv": "P-256",
                        "x": "(hexdump L=32)
4eb5890be8ecfee4e169dbf3bc3330fa19ccba9b7558b38216afed8ca833c536",
                        "y": "(hexdump L=32)
0f278790e24a5512c0096008dde38ddab137a76142a3a543ccacf56d1242206d"
                       },
  "Kyber768_PK": "(hexdump L=1184)
c6d1809ba8063c4361a49019b68a31f440406bb8185391b355d08184c99fdb7c8
1d102ad46a3072d7794f9e1bb4132255ed86bd817024d9a76a54c25aa33b720db
9ac2f2ac0b948a634381d959a07f1060d7a8cb7940bd99866648b86cf55a3f9635
49c80540925a95954784a0ea86db4429c8906671a08c2c9c6287ca03c899afdd9
49d8e835cae8046b49508195051a518112be5ce63e89edb628c2a28134e8ca2ee
b9345eca8f43085e47b4783ca10493f905a9384ed936497ff229f71c05ad26607b8
9170bac3a6209051af74f6498b06b46c62f0a376f5b2effa197940bcd696bc13d85
6ad17c5742535b81ac39fc295ae070833fd5c0138a3c5e560ea0f4b705e462dafa
0744ca65eeca08e6b21c5e002a7ee96765c55a22a8223980a25a1874b82555009
db530357a4aba578eb343ea670724870b930b7be6e01b1305011971580c458f0b
4b11faf80c6cc68a5c075f1fa5ce53170169f84391ab94079a6793241428a71765a
7b7baf4cded0bbd9d1c2be10b718605a9df449780171ab7d70cb95a63aec83a4e
a57348e22f19c74eaa3b6ec2c1c4130a373a38144fa869db7170faf602d1588031

“

https://tipkg.de:3000/


Das wird mittels CBOR kodiert und per POST mit Pfadname "/VAU" an die VST geschickt:

https://gemspec.gematik.de/docs/gemSpec/gemSpec_Krypt/latest/#A_24428 

Anwendungslogik erzeugt die Anwort-Nachricht "M2"
2948c6174da68c58d303311bc54c6274271f30621c2465b83894d757b33e120ba
cdb0071e6098d317389a7a945b5477337480185b4c42a10555a2085422281476
73d914a68f8b3972889205368da38ab43d0014ebaba6ac08924516ceebc0a53bc
cd72fc360177a090962598287d26d023a553413dac9618e7bf78922622c637ee2
c8716912012e12dd2fb9577e503c72548e89722b902c1
f1dbca735b9c8f1758c78609b534276ec1c23aea0655eaa3f583441eba0b14a095
4d1234b6db6f5fc63bbbf92ee55a520f469441784dcdb3875296c0348178c2bc13
e3c319978b241250b713
447df30107988c37a69b604a45a54c4b76a8a559e158ac62a17c2ae21de5a306e
7c24776c0251e9ca603aa1c61842dcc2b53684c33aef9b9fe7a694e691238827d7
6f9c24b0aa7273532fcda
5d7f70337dbbb62d81bacbdb22076ba7b8957727baa0bbba096ae09ddc1c64581
b56a9dc7ed2a3802f17c5c91950ead16246b6720a01680703b389ba10fcd1023f6
48cafc70a44e6470a1bbe
7074c3e9168ca75187ffc808935b973873276ed62e9ca4532868abe73a3a20cbb1
ba85837c08c00a0accfdd6017a4f3a29335950b3a2fb985ef2b34e545abd54da60
996b6350d9"
                 }

“

https://gemspec.gematik.de/docs/gemSpec/gemSpec_Krypt/latest/#A_24428


Client beantwortet diese Nachricht mit Nachricht "M3":

Anwendungslogik antwortet mit Nachricht "M4":

  {
  "MessageType": "M2",
  "ECDH_ct": {
   "crv": "P-256",
       "x": "(hexdump L=32)
204a1caba37874744a22906da570a2fd6aa04859d3176de481f4cfd928602f2b",
       "y": "(hexdump L=32)
d16d5326db4313626357fa1dc720b11f101ba582017888f334155f6780fcb175"
    },                 
"Kyber768_ct": "(hexdump L=1088)
c9c818ea529e86aa5cb69ae60b66825f6039aea437f635e068c26789010d38a64f
ba3730d788a708e4f25733fec4b04370
d8f23c2ba7bd7f40624a2e75954e287678922117f...8105321c1436f8e262c9a",
                     "AEAD_ct": "(hexdump L=2010)
dbb4c502f1cb3cf7f47a4642520d....9c4509fce19b749a239c5a03455113fc5aadd
9b3c9885665ac768043d3c10f55578a4a9673d074c0"
                 }

{
                     "MessageType": "M3",
                     "AEAD_ct": "(hexdump L=1233)
d352f2d7a65689883b826f8120f...cbe970e776e5ed9e776c43b45c81cfe5759c9a
699d06af0651235e1a",
                     "AEAD_ct_key_confirmation": "(hexdump L=60)
248b899b95689b672661da83ceb0db15889bb365a7536e686924786f5a8b29b8
decbf4a087b784355982b9b
2eab3385cd58eadb7204d4a4b0a6d14a3"
                 }

“

{
                     "MessageType": "M4",
                     "AEAD_ct_key_confirmation": "(hexdump L=60)
b2652fd91639b49d5efbbe62f2c915896dfd0fbba43a2e843f73ebec7c85e6c91cd
d1f5bbbb63fc8f1e64c8
f907a97ba93b1bb72790bd69f1dfd2e2e"
                 }

“



Dann haben Client und Server (Anwendungslogik in der VST) die beiden AES/GCM-Schlüssel
K2_c2s_AppData und K2_s2c_AppData gemeinsam erzeugt.

Im Rahmen des Verbindungsaufbau (mit der Nachricht M2) legt die VST die VAU-Connection-ID
(VAU-CID) fest. ("Im Response-Header MUSS mit der HTTP-Header-Variable "VAU-CID" die ID
aufgeführt werden.").
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